Safety
on the Net

n the previous column, we dis-
cussed ways to guide and orga-
nize student research on the In-
ternet. However, another issue
relating to Internet use in schools
is that of safety. How do we
keep our children safe and yet
teach them the information literacy
skills needed to survive in today’s fast-
changing world?

There are, of course, many benefi-
cial resources on the Internet such as
reference information, access to stock
trading, travel reservations, banking
and shopping, easy communication
with family and friends, and the ability
to learn about virtually any topic.’
However, as in any other environment,
children can be targets of crime and ex-
ploitation. Young people are trusting
and curious. They are quick to explore
the new world of the Internet and all it
has to offer. And so they need “parental
supervision and common sense advice
on how to be sure that their experiences
in ‘cyberspace’ are happy, healthy, and
productive.”® A caution penned a cen-
tury ago applies even now: “Eternal
vigilance must be exercised, that the
children may be led in the paths of
righteousness. Satan begins his work
upon them from earliest childhood and
creates desires for that which God has
forbidden. The safety of children de-
pends largely upon the vigilance, watch-
fulness, and care of the parents over
them.” So let us look at some ways
that teachers and parents can watch
over God’s children.

Acceptable Use Policies

The first step in our defense of chil-
dren is to develop a school Acceptable
Use Policy, otherwise known as an AUP.

An AUP includes a description of unac-
ceptable uses within the following areas
suggested by Nancy Willard, an Infor-
mation Technology Consultant:

¢ Personal Safety

¢ Illegal Activities

* System Security

* Inappropriate Language

* Respect for Privacy

* Respecting Resource Limits

* Plagiarism and Copyright Infringe-
ment

* Inappropriate Access to Material*

The AUP can be integrated into the
school’s registration process. Students
and parents can be asked to read and
sign the form at the beginning of the
school year and keep it on file. Students
who have not signed an AUP should not
get computer access.

Schools should post the rules indi-
cated in the AUP next to the computers
in their classrooms, labs, and libraries.
Or better yet, they can put the informa-
tion on their mouse pads, so students
have no excuse for not knowing the
rules.’ The National Center for Missing
and Exploited Children suggests the fol-
lowing rules:

* I will not give out personal infor-
mation such as my address, telephone
number, parents’ work address/tele-
phone number, or the name and loca-
tion of my school without my parents’
permission.

* I will tell my parents right away if
I come across any information that
makes me feel uncomfortable.

* [ will never agree to get together
with someone I “meet” online without
first checking with my parents. If my
parents agree to the meeting, I will be
sure that it is in a public place and bring
my mother or father along.
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¢ I will never send a person my pic-
ture or anything else without first check-
ing with my parents.

¢ I will not respond to any messages
that are mean or in any way make me
feel uncomfortable. It is not my fault if I
get a message like that. If I do, I will tell
my parents right away so that they can
contact the online service.

¢ [ will talk with my parents so that
we can set up rules for going online. We
will decide upon the time of day that I
can be online, the length of time I can
be online, and appropriate areas for me
to visit. I will not access other areas or
break these rules without their permis-
sion.®

Along with posting such rules,
schools should develop rules and conse-
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quences for those who dis-
obey the guidelines. School
personnel should monitor
computer use to help stu-
dents follow the rules.

Educate Parents and Stu-
dents

The next line of defense is
to educate parents and stu-
dents on how to safely use
the Internet. The following
activities are examples of
ways to teach computer
ethics. They were suggested
by Doug Johnson, director of
media and technology in the
Mankato Public Schools in
Minnesota:

¢ Articulate values.

¢ Reinforce ethical behav-
iors and react to non-ethical
behaviors.

® Model ethical behav-
iors.

* Create technology envi-
ronments.that help students
avoid temptations.

* Encourage discussion of
ethical issues.

o Stress the consideration
of principles rather than rely-
ing on a detailed set of rules.”

Educators should keep
informed about Internet
safety by reading articles
about the Internet and its
dangers and benefits.® Here
are some ways to sensitize
students to the perils of In-
ternet use: Use real-life situa-
tions to start discussions,
tying the examples to similar
situations in the physical
world where students already
know how to make decisions
about right and wrong.’
Have students take an online
quiz such as the one pro-
vided by CyberAngels to de-

termine whether they under-
stand the issues.” Or use
programs such as the Cy-
berSmart School Program™
or Classroom Connects In-
ternet Driver’s License.”

Filtering Software

Finally, schools should
consider installing software
or a firewall to filter what
students can access on the In-
ternet. There are many op-
tions for both small and
large schools and colleges.
Filters can block sites that
feature pornography, vio-
lence, hate speech, gambling,
and drugs. However, filters
also have their limitations.
“The lists of banned sites
which are ‘blocked’ become
dated almost as quickly as
they are distributed. Since
listing individual pages is
onerous, the programs tend
to block entire servers result-
ing in inaccessibility to huge
blocks of suitable informa-
tion. One program blocks a
huge California web server
just because of the classified
ads it carries.”"

Even with these limita-
tions, blocker software can
be one of your best defenses
to protect children from in-
appropriate material. Several
software packages are avail-
able, as well as reviews to
help you make your choice."
But remember that software
will never be as smart as a
human being. Nothing can
replace monitoring of stu-
dents and providing guidance
and direction for their time
on the Net.”

There are no perfect an-
swers, but if we educate our-
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selves and our children, we
can help protect them from
the evil in the world. We
should also remember that
“[t]he only safety for the
youth in this age of pollution
is to make God their trust.
Without divine help, they will
be unable to control human
passions and appetites. In
Christ is the very help needed,
but how few will come to
Him for that help. Said Jesus
when upon the earth, ‘Ye will
not come to me, that ye might
have life.” In Christ all can
conquer.”* &

Janine Lim is the Instructional
Technology Consultant at
Berrien County Intermediate
School District in Berrien
Springs, Michigan. She works
with Adventist schools as well
as other private and public
schools.
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